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Abstract:  WiMAX technology is the only solution for isolated locations 
where e-learning distributed platforms need to be used. This 
paper  focuses  on  security  issues  for  e-learning  solutions, 
especially when WiMAX technology is used. 
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1. Introduction 
  E-learning  is  widely  used  today  on  different  educational  levels: 
continuous  education,  company  trainings,  academic  courses,  etc.  The 
educational process is a complex service which involves a producer and a 
consumer. 
The  e-learning  solutions  can  be  implemented  in  inaccessible 
locations  (isolated  localities  and  communities)  using  several  mobile 
technologies: GSM/UMTS, WiMAX etc. 
One of the promising technologies is WiMAX. It provides high speed 
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communications technologies are not available. 
 
2. WiMAX for e-learning solutions 
Usually,  e-learning  systems  are  developed  as  distributed 
applications,  but  this  is  not  necessary  so.  The  architecture  of  a 
distributed  e-learning  system  includes  software  components,  like  the 
client  application,  an  application  server  and  a  database  server  the 
necessary  hardware  components  (client  computer,  communication 
infrastructure and servers).  
E-learning  clients  have  to  be  developed  having  in  mind  users' 
requirements, several studies in this area being made for mobile clients. 
Figure 1 presents an architecture of an e-learning solutions based on 
WinMAX technology.  
 
 
 
 
 
 
 
 
Figure 1 – An e-learning solution using WiMAX 
 
  The e-learning clients connect to the e-learning platform by using 
WiFi  networks  or  connecting  directly  to  the  WiMAX  network  (if 
appropriate hardware is available). 
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The e-learning solution can be integrated into cloud architecture. A 
very big concern is related to the data security because both the software 
and the data are located on remote servers that can crash or disappear 
without any additional warnings. Even if it seems not very reasonable, 
the cloud computing provides some major security benefits for individuals 
and  companies  that  are  using/developing  e-learning  solutions,  like  the 
following: 
  improved  improbability  –  it  is  almost  impossible  for  any 
interested  person  (thief)    to  determine  where  is  located  the 
machine that stores some wanted data (tests, exam questions, 
results)  or  to  find  out    which  is  the  physical  component  he 
needs to steal in order to get a digital asset; 
  virtualization  –  makes  possible  the  rapid  replacement  of  a 
compromised  cloud  located  server  without  major  costs  or 
damages. It is very easy to create a clone of a virtual machine 
so the cloud downtime is expected to be reduced substantially; 
  centralized data storage – losing a cloud client is no longer a 
major incident while the main part of the applications and data 
is stored into the cloud so a new client can be connected very 
fast. Imagine what is happening today if a laptop that stores 
the examination questions is stolen; 
  monitoring of data access becomes easier in view of the fact 
that  only  one  place  should  be  supervised,  not  thousands  of 
computers  belonging  to  a  university,  for  example.  Also,  the 
security changes can be easily tested and implemented since 
the cloud represents a unique entry point for all the clients. 
 
Wireless  data  communication  can  be  easily  monitored,  so  high 
security need to be assured by using specific standards. For example, if Page 9  Oeconomics of Knowledge, Volume 2, Issue 3, 3Q 2010 
 
WiFi is used, it is recommended to use WPA2 standard combined with 
other WiFi security techniques. 
 
Conclusions 
  WiMAX is an appropriate solution for e-learning platforms when the 
trainee  location  is  isolated.  One  of  the  main  concerns  is  related  to 
security. 
Currently there are no efficient solutions to prevent the attacks at 
the  physical  layer  of  a  WiMAX  network  but,  despite  of  all  issues  and 
threats, WiMAX is considered to be a secure network that provides: 
  strong user authentication 
  access control 
  data privacy  
  data integrity  
  using sophisticated authentication and encryption technology.  
 
WiMAX technology will be used in Romania on a large scale in the 
near future. This will help the e-learning solutions and that will lead to a 
better education system in Romania. 
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